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PART 2102—RULES AND REGULA-
TIONS TO IMPLEMENT THE PRI-
VACY ACT OF 1974 

Sec. 
2102.1 Introduction. 
2102.2 Purpose and scope. 
2102.3 Definitions. 
2102.4 Procedures for determining if an indi-

vidual is the subject of a record. 
2102.13 Requirements for access to a record. 
2102.15 Requirements for requests to amend 

records. 
2102.21 Procedures for appeal of determina-

tion to deny access to or amendment of 
requested records. 

2102.31 Disclosure of a record to persons 
other than the individual to whom it per-
tains. 

2102.41 Fees. 
2102.51 Penalties. 
2102.61 Exemptions. 

AUTHORITY: 5 U.S.C. 552a (f) and (k). 

SOURCE: 40 FR 47746, Oct. 9, 1975, unless 
otherwise noted. 

§ 2102.1 Introduction. 

(a) Insofar as the Privacy Act of 1974 
(5 U.S.C. 552a) applies to the National 
Security Council (hereafter NSC), it 
provides the American public with ex-
panded opportunities to gain access to 
records maintained by the NSC Staff 
which may pertain to them as individ-
uals. These regulations are the exclu-
sive means by which individuals may 
request personally identifiable records 
and information from the National Se-
curity Council. 

(b) The NSC Staff, in addition to per-
forming the functions prescribed in the 
National Security Act of 1947, as 
amended (50 U.S.C. 401), also serves as 
the supporting staff to the President in 
the conduct of foreign affairs. In doing 
so the NSC Staff is acting not as an 
agency but as an extension of the 
White House Office. In that the White 
House Office is not considered an agen-
cy for the purposes of this Act, the ma-
terials which are used by NSC Staff 
personnel in their role as supporting 
staff to the President are not subject 
to the provisions of the Privacy Act of 
1974. A description of these White 
House Office files is, nevertheless, ap-
pended to the NSC notices of systems 
of files and will be published annually 
in the FEDERAL REGISTER. 

(c) In general, Records in NSC files 
pertain to individual members of the 
public only if these individuals have 
been (1) employed by the NSC, (2) have 
corresponded on a foreign policy mat-
ter with a member of the NSC or its 
staff, or (3) have, as a U.S. Government 
official, participated in an NSC meet-
ing or in the preparation of foreign pol-
icy-related documents for the NSC. 

§ 2102.2 Purpose and scope. 
(a) The following regulations set 

forth procedures whereby individuals 
may seek and gain access to records 
concerning themselves and will guide 
the NSC Staff response to requests 
under the Privacy Act. In addition, 
they outline the requirements applica-
ble to the personnel maintaining NSC 
systems of records. 

(b) These regulations, published pur-
suant to the Privacy Act of 1974, Pub. 
L. 93–579, Section 552a (f) and (k), 5 
U.S.C. (hereinafter the Act), advise of 
procedures whereby an individual can: 

(1) Request notification of whether 
the NSC Staff maintains or has dis-
closed a record pertaining to him or 
her in any non-exempt system of 
records; 

(2) Request a copy of such record or 
an accounting of that disclosure; 

(3) Request an amendment to a 
record; and, 

(4) Appeal any initial adverse deter-
mination of any request under the Act. 

(c) These regulations also specify 
those systems of records which the 
NSC has determined to be exempt from 
certain provisions of the Act and thus 
not subject to procedures established 
by this regulation. 

§ 2102.3 Definitions. 
As used in these regulations: 
(a) Individual. A citizen of the United 

States or an alien lawfully admitted 
for permanent residence. 

(b) Maintain. Includes maintain, col-
lect, use or disseminate. Under the Act 
it is also used to connote control over, 
and, therefore, responsibility for, sys-
tems of records in support of the NSC 
statutory function (50 U.S.C. 401, et 
seq.). 

(c) Systems of Records. A grouping of 
any records maintained by the NSC 
from which information is retrieved by 
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the name of the individual or by some 
other identifying particular assigned to 
the individual. 

(d) Determination. Any decision made 
by the NSC or designated official 
thereof which affects the individual’s 
rights, opportunities, benefits, etc. and 
which is based in whole or in part on 
information contained in that individ-
ual’s record. 

(e) Routine Use. With respect to the 
disclosure of a record, the use of such a 
record in a manner which is compatible 
with the purpose for which it was col-
lected. 

(f) Disclosure. The granting of access 
or transfer of a record by any means. 

§ 2102.4 Procedures for determining if 
an individual is the subject of a 
record. 

(a) Individuals desiring to determine 
if they are the subject of a record or 
system of records maintained by the 
NSC Staff should address their inquir-
ies, marking them plainly as a PRI-
VACY ACT REQUEST, to: 

Staff Secretary, National Security Council, 
Room 374, Old Executive Office Building, 
Washington, DC 20506. 

All requests must be made in writing 
and should contain: 

(1) A specific reference to the system 
of records maintained by the NSC as 
listed in the NSC Notices of Systems 
and Records (copies available upon re-
quest); or 

(2) A description of the record or sys-
tems of records in sufficient detail to 
allow the NSC to determine whether 
the record does, in fact, exist in an 
NSC system of records. 

(b) All requests must contain the 
printed or typewritten name of the in-
dividual to whom the record pertains, 
the signature of the individual making 
the request, and the address to which 
the reply should be sent. In instances 
when the identification is insufficient 
to insure disclosure to the individual 
to whom the information pertains in 
view of the sensitivity of the informa-
tion, NSC reserves the right to solicit 
from the requestor additional identi-
fying information. 

(c) Responses to all requests under 
the Act will be made by the Staff Sec-
retary, or by another designated mem-

ber of the NSC Staff authorized to act 
in the name of the Staff Secretary in 
responding to a request under this Act. 
Every effort will be made to inform the 
requestor if he or she is the subject of 
a specific record or system of records 
within ten working days (excluding 
Saturdays, Sundays and legal Federal 
Holidays) of receipt of the request. 
Such a response will also contain the 
procedures to be followed in order to 
gain access to any record which may 
exist and a copy of the most recent 
NSC notice, as published in the FED-
ERAL REGISTER, on the system of 
records in which the record is con-
tained. 

(d) Whenever it is not possible to re-
spond in the time period specified 
above, the NSC Staff Secretary or a 
designated alternate will, within ten 
working days (excluding Saturdays, 
Sundays and legal Federal Holidays), 
inform the requestor of the reasons for 
the delay (e.g., insufficient requestor 
information, difficulties in record loca-
tion, etc.), steps that need to be taken 
in order to expedite the request, and 
the date by which a response is antici-
pated. 

§ 2102.13 Requirements for access to a 
record. 

(a) Individuals requesting access to a 
record or system of records in which 
there is information concerning them 
must address a request in writing to 
the Staff Secretary of the NSC (see 
§ 2102.1). Due to restricted access to 
NSC offices in the Old Executive Office 
Building where the files are located, re-
quests cannot be made in person. 

(b) All written requests should con-
tain a concise description of the 
records to which access is requested. In 
addition, the requestor should include 
any other information which he or she 
feels would assist in the timely identi-
fication of the record. Verification of 
the requestor’s identity will be deter-
mined under the same procedures used 
in requests for learning of the exist-
ence of a record. 

(c) To the extent possible, any re-
quest for access will be answered by 
the Staff Secretary or a designated al-
ternate within ten working days (ex-
cluding Saturdays, Sundays, and legal 
Federal holidays) of the receipt of the 
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request. In the event that a response 
cannot be made within this time, the 
requestor will be notified by mail of 
the reasons for the delay and the date 
upon which a reply can be expected. 

(d) The NSC response will forward a 
copy of the requested materials unless 
further identification or clarification 
of the request is required. In the event 
access is denied, the requestor shall be 
informed of the reasons therefore and 
the name and address of the individual 
to whom an appeal should be directed. 

§ 2102.15 Requirements for requests to 
amend records. 

(a) Individuals wishing to amend a 
record contained in the NSC systems of 
records pertaining to them must sub-
mit a request in writing to the Staff 
Secretary of the NSC in accordance 
with the procedures set forth herein. 

(b) All requests for amendment or 
correction of a record must state con-
cisely the reason for requesting the 
amendment. Such requests should in-
clude a brief statement which describes 
the information the requestor believes 
to be inaccurate, incomplete, or unnec-
essary and the amendment or correc-
tion desired. 

(c) To the extent possible, every re-
quest for amendment of a record will 
be answered within ten working days 
(excluding Saturdays, Sundays, and 
legal Federal holidays) of the receipt of 
the request. In the event that a re-
sponse cannot be made within this 
time, the requestor will be notified by 
mail of the reasons for the delay and 
the date upon which a reply can be ex-
pected. A final response to a request 
for amendment will include the NSC 
Staff determination on whether to 
grant or deny the request. If the re-
quest is denied, the response will in-
clude: 

(1) The reasons for the decision; 
(2) The name and address of the indi-

vidual to whom an appeal should be di-
rected; 

(3) A description of the process for re-
view of the appeal within the NSC; and 

(4) A description of any other proce-
dures which may be required of the in-
dividual in order to process the appeal. 

§ 2102.21 Procedures for appeal of de-
termination to deny access to or 
amendment of requested records. 

(a) Individuals wishing to appeal an 
NSC Staff denial of a request for access 
or to amend a record concerning them 
must address a letter of appeal to the 
Staff Secretary of the NSC. The letter 
must be received within thirty days 
from the date of the Staff Secretary’s 
notice of denial and, at a minimum, 
should identify the following: 

(1) The records involved; 
(2) The dates of the initial request 

and subsequent NSC determination; 
and 

(3) A brief statement of the reasons 
supporting the request for reversal of 
the adverse determination. 

(b) Within thirty working days (ex-
cluding Saturdays, Sundays and legal 
Federal holidays) of the date of receipt 
of the letter of appeal, the Assistant to 
the President for National Security Af-
fairs (hereinafter the ‘‘Assistant’’), or 
the Deputy Assistant to the President 
for National Security Affairs (herein-
after the ‘‘Deputy Assistant’’), acting 
in his name, shall issue a determina-
tion on the appeal. In the event that a 
final determination cannot be made 
within this time period, the requestor 
will be informed of the delay, the rea-
sons therefor and the date on which a 
final response is expected. 

(c) If the original request was for ac-
cess and the initial determination is 
reversed, a copy of the records sought 
will be sent to the individual. If the 
initial determination is upheld, the re-
questor will be so advised and informed 
of the right to judicial review pursuant 
to 5 U.S.C. 552a(g). 

(d) If the initial denial of a request to 
amend a record is reversed, the records 
will be corrected and a copy of the 
amended record will be sent to the in-
dividual. In the event the original deci-
sion is upheld by the Assistant to the 
President, the requestor will be so ad-
vised and informed in writing of his or 
her right to seek judicial review of the 
final agency determination, pursuant 
to section 552a(g) of title 5, U.S.C. In 
addition, the requestor will be advised 
of his right to have a concise state-
ment of the reasons for disagreeing 
with the final determination appended 
to the disputed records. This statement 
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should be mailed to the Staff Secretary 
within ten working days (excluding 
Saturdays, Sundays, and legal Federal 
Holidays) of the date of the requestor’s 
receipt of the final determination. 

§ 2102.31 Disclosure of a record to per-
sons other than the individual to 
whom it pertains. 

(a) Except as provided by the Privacy 
Act, 5 U.S.C. 552a(b), the NSC will not 
disclose a record concerning an indi-
vidual to another person or agency 
without the prior written consent of 
the individual to whom the record per-
tains. 

§ 2102.41 Fees. 
(a) Individuals will not be charged 

for: 
(1) The first copy of any record pro-

vided in response to a request for ac-
cess or amendment; 

(2) The search for, or review of, 
records in NSC files; 

(3) Any copies reproduced as a nec-
essary part of making a record or por-
tion thereof available to the indi-
vidual. 

(b) After the first copy has been pro-
vided, records will be reproduced at the 
rate of twenty-five cents per page for 
all copying of four pages or more. 

(c) The Staff Secretary may provide 
copies of a record at no charge if it is 
determined to be in the interest of the 
Government. 

(d) The Staff Secretary may require 
that all fees be paid in full prior to the 
issuance of the requested copies. 

(e) Remittances shall be in the form 
of a personal check or bank draft 
drawn on a bank in the United States, 
or a postal money order. Remittances 
shall be made payable to the ‘‘United 
States Treasury’’ and mailed to the 
Staff Secretary, National Security 
Council, Washington, DC 20506. 

(f) A receipt for fees paid will be 
given only upon request. Refund of fees 
paid for services actually rendered will 
not be made. 

§ 2102.51 Penalties. 
Title 18, U.S.C. section 1001, Crimes 

and Criminal Procedures, makes it a 
criminal offense, subject to a max-
imum fine of $10,000 or imprisonment 
for not more than five years or both, to 

knowingly and willfully make or cause 
to be made any false or fraudulent 
statements or representations in any 
matter within the jurisdiction of any 
agency of the United States. Section 
(i)(3) of the Privacy Act (5 U.S.C. 552a) 
makes it a misdemeanor, subject to a 
maximum fine of $5,000, to knowingly 
and willfully request or obtain any 
record concerning an individual under 
false pretenses. Sections (i)(1) and (2) of 
5 U.S.C. 552a provide penalties for vio-
lations by agency employees, of the 
Privacy Act or regulations established 
thereunder. 

§ 2102.61 Exemptions. 

Pursuant to subsection (k) of the Pri-
vacy Act (5 U.S.C. 552a), the Staff Sec-
retary has determined that certain 
NSC systems of records may be exempt 
in part from sections 553(c)(3), (d), 
(e)(1), (e)(4), (G), (H), (I), and (f) of title 
5, and from the provisions of these reg-
ulations. These systems of records may 
contain information which is classified 
pursuant to Executive Order 11652. To 
the extent that this occurs, records in 
the following systems would be exempt 
under the provision of 5 U.S.C. 
552a(k)(1): 

NSC 1.1—Central Research Index, 
NSC 1.2—NSC Correspondence Files, and 
NSC 1.3—NSC Meetings Registry. 

PART 2103—REGULATIONS TO IM-
PLEMENT E.O. 12065—INCLUD-
ING PROCEDURES FOR PUBLIC 
ACCESS TO DOCUMENTS THAT 
MAY BE DECLASSIFIED 

Subpart A—Introduction 

Sec. 
2103.1 References. 
2103.2 Purpose. 
2103.3 Applicability. 

Subpart B—Original Classification 

2103.11 Basic policy. 
2103.12 Level of original classification. 
2103.13 Duration of original classification. 
2103.14 Challenges to classification. 

Subpart C—Derivative Classification 

2103.21 Definition and application. 
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